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Abstract. Distributed machine learning frameworks encounter important privacy risks owing to the presence of data and model
parameters across untrusted networks and nodes who may have malicious intents. In this paper, we describe our privacy-
preserving framework which combines label retention on the master node, feature obfuscation using Lagrange interpolation
based encoding, and differential privacy noise injection. Our methodology deals with privacy risks arising out of honest but
curious workers, external snooping attacks, and heterogeneity problems like stragglers in a single solution. Our experimental
analysis conducted on MNIST, CIFAR-10, Fashion MNIST, and simulated health care databases indicates that our framework
offers comparable accuracy within 1.6 percent reduction against non-private baseline solutions, besides ensuring strong pri-
vacy. It compares favourably with federated learning along with differential privacy in terms of 2-3 percent gain in accuracy
and outpaces federated learning solutions based on homomorphic encryption in terms of computation time. The framework
offers stable results under up to 40 percent straggler worker conditions.
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Learning, Secure Aggregation

l. Introduction

The development of machine learning techniques has made possible improvements in many areas ranging from healthcare and
finance to self-driving systems and smart cities [2][5][6]. Nonetheless, due to increased scale and complexity of contemporary
machine learning methods, the distributed computing architecture is inevitable in which computations and data training occur
on several interconnected devices or nodes [2][5][6]. Despite the benefits of using the architecture in terms of scalability and
efficiency, several critical issues relating to data protection are introduced in this way [2][5][6]. These privacy problems make
it difficult for firms to benefit from the combined efforts of sharing the common data pool while maintaining confidentiality
and privacy requirements [2][5][6].

There exist several privacy problems that can occur during distributed machine learning [1][2][5]. Specifically, honest-but-
curious participants pose a great threat to the system's security [1][2][5]. Recently, the research confirmed that gradient inver-
sion attacks allow reconstructing the original training data with sufficient accuracy [1]. In addition, membership inference can
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also allow identifying the elements used for model training [2]. Finally, outsiders are able to intercept the communications
between the connected nodes and obtain sensitive data [2][5]. Federated machine learning systems also pose an additional
privacy risk since in such architectures the client data does not need to be uploaded on the main machine where model param-
eters will be trained, but the client's node can still be compromised [5][8].

Despite the effectiveness of the existing privacy-preserving methods, several weaknesses are associated with their use
[31[71[10]. Homomorphic encryption is one of the most powerful cryptographic tools which ensure computation on the data
without decryption [10]. It comes along with a huge computational cost and requires additional memory, which makes it
unusable in resource-scarce conditions typical for edge computing [3]. The significant computational cost and high level of
memory utilization make the implementation of homomorphic encryption impossible for efficient computation [10]. In con-
trast, differential privacy offers formal privacy protection via noise addition in computations or model parameters [4][9]. The
added noise affects negatively model usability and leads to a trade-off between its protection and prediction capability [4][9].
Another method is the secure multi-party computation, which allows for collaboration during computation but has significant
communication expenses associated with it [5][10]. Besides, these privacy protection methods do not combine within a cloud
solution adapted for dynamic environments [4][6].

On the other hand, there are privacy-preserving methods, such as Lagrange Coded Computing that incorporate computational
redundancy to improve scalability while providing the inherent privacy protection via information theory principles [1]. Pol-
ynomial coding ensures robustness against curious workers and allows one to recover the computation result in case of some
of the workers' non-availability [1]. Nevertheless, the recent research showed that the coded computing approach is sensitive
if the adversary controls more workers than expected or if there is an interception of communications by another entity [1].
Also, the privacy guarantee in coded computing is deterministic and differs from differential privacy [1].

To solve these problems, a privacy-preserving framework incorporating differential privacy together with coded computing
via a three-layer protection scheme is proposed [1][4][7]. Our privacy-preserving method not only defends all kinds of privacy
attacks but also retains computation efficiency and model precision [1][4][7]. The combination of various privacy methods
leads to a defense-in-depth structure, wherein each layer of privacy protects different types of attack vectors [1][4][7].

There are mainly three innovations proposed in this paper [1][4][7]. First, the design of a three-layered protection scheme that
contains the protection of labels by keeping them on the master node, features by Lagrange interpolation, and addition of
noises through calibration into the local computations [1][4][7]. Second, convergence conditions under different Gaussian and
Laplace noise mechanisms have been provided which highlight the privacy-performance trade-off that exists in federated
learning models [4][7][9]. Last, an extensive set of empirical studies with four benchmark datasets has been performed and
shown the effectiveness of the proposed method [1][4][7].

Il. Literature Survey

Preservation of privacy in distributed machine learning has become an important research direction in the last decade, receiving
considerable focus from both academics and industries due to its practical significance [2][5][6]. Many researchers have tried
various methods, from cryptographic algorithms to privacy frameworks and distributed learning architectures, each having
particular strengths and weaknesses suited for different implementations [2][5][6][7][10].

Homomorphic encryption is a cryptography method allowing performing computations on the encrypted dataset, thus facili-
tating aggregated learning in a distributed environment through computing on the data while it stays encrypted [7][10]. Cryp-
tography ensures very strong mathematical guarantees but has a major drawback of being too resource-intensive to be deployed
effectively for large systems [10]. The use of fully homomorphic encryption which allows performing any calculations on
encrypted data has overhead that can be many orders of magnitude higher than plain-text computation [10]. Methods of par-
tially homomorphic encryption allow performing only addition and multiplication respectively and hence are not efficient for
complex neural network calculations [10]. Secure multi-party computation is a cryptography method that enables participating
in a joint computation without disclosing one's private input [5][10]. While the security is very strong even against colluding
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adversaries, these methods entail very high communication overhead which grows quadratically with the number of partici-
pants involved [5][10].

The concept of differential privacy has recently become a solid mathematical basis in privacy preservation because the result
of a computation gives no clues about inclusion of any specific individual's data in the computations [4][9]. To make compu-
tations differentially private, one has to introduce noise in the computations [4][9]. This noise will provide plausible deniability
of each data owner participation [4][9]. Distributed computations use gradient perturbation for making computations differen-
tially private, when noise is introduced in shared gradients [4][9]. Here, the level of noise has to be balanced between the
guarantee of differential privacy and model quality, resulting in the trade-off between privacy and model utility [4][9]. The
noise mechanism itself impacts both the guarantees of privacy and the performance of convergence of models [4][9]. Gaussian
distribution of the added noise guarantees better privacy composition but Laplace distribution makes sensitivity analysis easier

[41191.

Federated learning is a way of collaborative learning when clients train models using local data sets and send model weights
to the server instead of sharing data directly with the server [5][8]. While federated learning provides privacy benefits due to
keeping the data localized on client devices, the gradients can give out sensitive information, so an extra layer of privacy-
preserving mechanism has to be used [5][8]. Recently, several approaches have been proposed to work in adaptive settings of
distributed learning when computing power and connectivity vary among devices [4][5]. One of the latest algorithms proposed
is the Adaptive Privacy-Preserving Distributed Learning Algorithm, which combines differential privacy and blockchain [4].
Coded Computing uses redundancy via coding-theoretic methods to overcome the issue of straggling effects and offers an
inherently secure private solution [1]. Lagrange Coded Computing allows the reconstruction of results even if the results
provided by only some of the workers are partial, along with offering protection from curious workers through information
theoretic privacy guarantees [1]. The encoded computing is done through polynomial interpolation, such that each worker is
provided with encoded bits of the data which cannot be recovered without the possession of enough shares [1]. It must be
noted here that privacy is guaranteed in coded computing solutions only when the number of unreliable workers is less than a
particular number and also there is an external risk of eavesdropping as well [1].

Privacy needs to be considered not just in the training phase but also in the inferencing phase when the deployed client's data
and model parameters need to be protected [3]. Model-distributed inferencing using hierarchical approaches split the models
across the edge cloud computing framework using additive secret sharing and homomorphic encryption for linear operations
as well as garbled circuit for non-linear functions [3].

Many decentralized frameworks which apply various privacy techniques have become quite popular recently [7]. MeshDP-
FSL applies the concepts from Data Mesh into federated split learning and local differential privacy; local DP is used at the
data sources, while activations are compressed before being sent to ensure better trade-offs between privacy-utility and to
reduce communication overhead [7]. A cloud-native architecture with federated learning, differential privacy, zero-knowledge
proofs, and adaptive governance has been suggested for the deployment of a system that would be scalable and trustworthy in
multi-cloud settings to solve operational challenges associated with the practical deployment [4][6].

Although these are promising directions for research, there are still many open challenges [2][4][5][6]. First of all, the com-
putation problem still stays for cryptographical approaches, while the fundamental limitation related to the utility reduction
poses the same limitations on differential privacy and makes it not usable in certain scenarios [4][9][10]. Another open chal-
lenge related to the combination of various privacy techniques is that usually it creates additional difficulties due to lack of
instructions on how to choose parameters in a proper way [4][7]. In turn, practical deployments should take into account the
device capabilities, network conditions, and different privacy needs [2][4][5].

I11. Proposed Methodology

System Model and Threat Model
We look at a distributed machine learning setting that involves a central server, referred to as master, which maintains labeled
training data and distributes training tasks amongst many worker machines located in different places on the network. The
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workers do their local computations using their locally assigned subsets of data and report back to the master for aggregation.
We assume an asynchronous execution of the distributed training algorithm, in which the workers respond to the master with
varying levels of latency caused by the heterogeneity among computational resources, network conditions, and resource avail-
ability at workers. The heterogeneity gives rise to straggling behaviors that affect the efficiency of distributed training process.
The threat models involve two types of adversarial participants, each with its own privacy risks. We will assume that the
honest-but-curious workers follow our protocols while trying to learn anything they can from the intermediate values used in
the protocols. The honest-but-curious workers might analyze their locally assigned partitioned data set, computed gradients,
or computed parameter values to get information related to either the training data or the distributed machine learning model.
On the other hand, the outside eavesdropper observes all the messages exchanged between the master and the workers in order
to extract any sensitive information embedded there. We will not assume an honest-but-curious master node which colludes
with the adversaries as it compromises the whole protocol in such a case.

Three-Layer Protection Framework

We suggest an approach that utilizes complementary privacy techniques which cover multiple threat scenarios and constitute

a multilayered protection strategy.

e  Layer 1: Labels Stay at Master: Labels never leave the master node; they are retained by the master only. Workers do not
get any information about labels; they only see obfuscated features and compute gradients with these features but without
labels. Therefore, label inference becomes impossible in such a scenario as there are no ways for the workers to find a
link between the received information and outputs. As a result, the separation of labels from the input prevents workers
from learning labels even in case they manage to get hold of some feature data. This technique is very useful in terms of
protection from curious but honest workers.

e  Layer 2: Obfuscating Features Using Lagrange Interpolation: In this layer features are obfuscated using the technique of
Lagrange interpolation prior to sending data to the workers. Every single worker gets one share of the polynomial which
means that the reconstruction of feature information will require collaborative efforts from some number of workers.
Therefore, this is a way to provide information-theoretic privacy up to a certain number of colluding workers because
there is not enough information in one single share for the reconstruction of the features.

e  Layer 3: Calibrated Noise Injection: Calibration of noise is done in the computation of the local gradients at each worker.
Calibration of the noise level is done to ensure that the required privacy budget is obtained while also ensuring that the
variance of the gradients is bounded for preservation of the utility of the model. Gradients computed with noise at each
of the workers are aggregated by the master; since there are many workers, the aggregated noise becomes smaller for
better utility than central differential privacy.

MASTER (Label Holder)

Feature Obfuscation Privacy Guarantee
Fosture via Lagrange —s Labels (y) Workers have no access
Dataset (X) Interpolation Polynomial s ® B o labels, making label
(Layer 2) inference impossible.
Lagrange Polynomial Shares
(Order t)
.
T
Share 1 Share 2 Share ... Share K
WORKER 1 WORKER 2 WORKER K
h(x) > fa(x) Ao fi() = Privacy Guarantee
g N (LSRN | SSAR L A\ | e
« e « e « ortus Gt
reconstruct the
Polynomisl Share  Local Computation  Add Neise: Polynomial Share  Local Computation  Add Nowse Polyromial Share  Local Computation  Add Noise original features.
(Partial View) (Partial Gradient) (N[0, 7)) (Partial View) (Partal Gadlent)  (N'(0, 07)) (Partial View) (Partial Gradient) we.eY)
Nossy Gradsent Noisy Gradient Noisy Gradient
a9 42 9x
( | J Privacy Guarantee
! 4 With privacy budget (¢),

3

18
~;§lyg

SECURE AGGREGATION AT MASTER

Aggregated noise from K workers
s equivalent to one noise addition
(variance reduced by factor K).

Figure 1: Three-Layer Privacy Protection Framework

i

MODEL UPDATE
(e.g.. SGD Update)

the added noise ensures

(e, 8)-differential privacy

and bounds the variance
of gradients.



International Journal of Statistics and Mathematical Research Trends
@ E-ISSN: 3108-0871, Volume 2 Issue 4

July-Aug 2026, PP 01-13

The structure of the developed framework is shown in Figure 1, illustrating data processing at different phases, such as data
transfer from the master to the workers via obfuscated features, noise addition during local computations, and data aggregation
on the master with security guarantee for privacy.

Differential Privacy-Based Lagrange Coded Computing Protocol

In this work, we formalize our framework as Differential Privacy-based Lagrange Coded Computing by extending the basic
concept of Lagrange Coded Computing by providing privacy guarantee. The main idea consists of an optimal privacy budget
allocation in the context of distributed computation.

There are several steps in the training procedure of the presented framework. First, the master determines a degree of the
polynomial which is determined from the number of workers and the threshold. The Lagrange basis polynomials are defined
in order to carry out the processes of coding and decoding. During the data encoding step, the master encodes features using
Lagrange interpolation, generates data shares per worker, leaving the labels at the master side. In this way, the feature infor-
mation is divided between workers in such a way that reconstruction requires participation of the specified threshold number
of workers. Next, during distribution step, the master sends the generated data shares to the worker but not the full feature
information. Next, during the worker computing stage, each worker computes local gradients based on the encoded features
and injects calibrated noise according to the Gaussian or Laplacian distribution with the purpose to satisfy the differential
privacy requirement. Finally, during master aggregation step, the master waits for responses from the threshold number of
workers and aggregates their noisy gradients with the use of Lagrange weights.

Algorithm 1: Differential Privacy-based Lagrange Coded Computing Training Protocol
Input: Training data, privacy budget, number of workers, threshold for recovery

Output: Trained model parameters

1. Initialization:
- Master selects polynomial degree based on difference between number of workers and threshold
- Master defines Lagrange basis polynomials for encoding and decoding

2. Data Encoding:
- Master encodes features using Lagrange interpolation to create shares for each worker
- Labels are retained at master and never transmitted to workers

3. Distribution:
- Master sends encoded data shares to each worker through secure channels

4. Worker Computation (Parallel across workers):
- Each worker computes local gradient on encoded features
- Each worker injects calibrated noise into gradient computation
- Each worker returns noisy gradient to master

5. Master Aggregation:
- Master waits for threshold number of workers to respond
- Master aggregates received gradients using Lagrange weights
- Master updates model parameters using aggregated gradient

6. Return: Updated model parameters

Privacy and Convergence Guarantees
The Differential Privacy-based Lagrange Coded Computing satisfies the formal requirements for differential privacy due to
the use of calibrated noise injection at the worker nodes. Namely, the sensitivity of the gradient for each particular worker is
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defined as the product of the Lipschitz constant for the loss function used. Hence, there exists the upper bound on the influence
of a single entry on the computed gradient and hence its sensitivity. Then, the noise to be injected to ensure that each particular
node satisfies the differential privacy requirement is scaled by both the node sensitivity and privacy budget allocated. For the
entire computing process the corresponding composition rules apply and the overall privacy budget is chosen following such
a rule. For the use of Gaussian noises the square root composition applies whereas for the use of Laplacian noise — linear one,
affecting the choice of the type of noise.

The theoretical guarantees of convergence in this context are provided under standard conditions for stochastic gradient de-
scent. Specifically, the aggregated gradient is the unbiased estimator of the original gradient and hence it converges in expec-
tation towards the right direction, which means that the expected value is zero. The variance of the aggregate gradient is
bounded by the sum of individual variances and thus it is reduced thanks to averaging across the workers. Then, the conver-
gence rate of the procedure depends on the number of steps used in training, learning rate and the privacy budget itself. Tighter
budgets mean that more noise is introduced and hence there is higher variance of the gradient and the corresponding decrease
in the convergence speed. Looser budgets mean that less noise is used and vice versa.

Adaptive Noise Calibration

Adaptive noise calibration is achieved, whereby noise scales are tuned depending on the trustworthiness of workers and the
sensitivity of the data. Reliable workers contribute to the aggregated gradient and less reliable ones have larger noise scales in
order to guarantee equal levels of privacy for all workers since some workers have highly variable gradients compared to
others.

In this adaptive setting, the variability of the gradients per each worker is determined based on its past iterations, and used to
determine the amount of noise applied to each gradient update. In this manner, workers which generate gradient values with
high variation get larger noise scales, whereas workers having lower variation receive lower noise. This leads to an improve-
ment in privacy-utility ratio since the budget is optimally allocated. The level of adaptation is determined using one parameter.
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The protocol flow chart is given in Figure 2 where message exchanges between master and workers during encoding, compu-
ting, noise adding, and aggregation processes are shown in detail. This flow chart clearly illustrates the processes in each phase
and privacy-preserving mechanisms used in each of these phases.

Pseudocode 1: Worker Gradient Computation with Noise Injection
function ComputePrivateGradient(encoded_data, model, noise_scale):
compute standard gradient using encoded data and current model
sample random noise from Gaussian distribution with given scale
add noise to gradient to create private gradient
return private gradient

Pseudocode 2: Master Secure Aggregation
function SecureAggregate(gradients, weights, threshold):
wait until threshold number of workers have responded
identify indices of workers that have responded
compute weighted sum of received gradients
return aggregated gradient

IV. Analysis and Results

Experimental Setup

Our Differential Privacy-based Lagrange Coded Computing scheme is evaluated on four benchmark datasets representing
different application scenarios. The first dataset under study is the MNIST dataset, which is known to be used widely to train
models capable of classifying handwritten digits using simple features. The CIFAR-10 dataset is known to have color images
of various objects as entries and thus represents a more complex classification task because of higher dimensions of its features.
The Fashion-MNIST dataset can be considered to have an intermediate level of complexity, lying between the mentioned
above datasets. Our fourth synthetic dataset is known to have patient records and is meant for testing privacy-preserving
schemes.

The experimental setup assumes the existence of a distributed computation scenario with 20 worker nodes, where 30% of them
are considered stragglers and thus have slow response, and 20% of workers can be called honest-but-curious and are aimed at
inferring private data from the assigned datasets. Baselines for comparison in our experiments include regular Lagrange Coded
Computing approach and schemes for federated learning with differential privacy and homomorphic encryption-based tech-
niques.

Table 1: Experimental Configuration

Parameter Value
Number of workers 20
Threshold for recovery 15
Learning rate 0.01
Privacy budget levels 1.0,2.0,4.0
Noise mechanisms Gaussian, Laplace
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Parameter Value

MNIST, CIFAR-10, Fashion-MNIST, Syn-

Datasets thetic
Training duration 100 epochs
Batch size 128 samples

Privacy-Utility Trade-off Analysis

First, we look at the basic privacy/utility tradeoff depending on various values of the privacy budget and how model perfor-
mance changes depending on how much privacy is provided to users. Here, the value of the privacy budget depends on the
degree of noise added during the calculation of the gradient of a certain model.
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Figure 3: Privacy-Utility Trade-off Across Datasets

In figure 3, we depict the trade-off between accuracy of test and privacy budgets in all four data sets. We can observe from the
graph that accuracy improves as the privacy budgets become bigger and saturates when privacy budgets become around 4.0.
It means that there is no improvement after a certain point in terms of accuracy. MNIST data set is most resilient to noise
because of lower feature space dimensionality.

Our privacy-utility framework gets accuracy of 94.2% with a privacy budget of 4.0 in case of the MNIST dataset while the
accuracy goes down to 88.1% for the same privacy budget of 1.0. The 6.1% reduction of accuracy is the price of protecting
privacy. In case of the CIFAR-10 dataset, we experience even more sensitivity in case of accuracy drop which falls down from
82.5% to 71.3% under decrease of privacy budget from 4.0 to 1.0 because of the increased complexity and higher dimension-
ality of features in case of classification of objects. The fashion-MNIST dataset demonstrates intermediate level of sensitivity,
namely, the accuracy falls from 90.8% to 85.2%. The synthetic dataset gets accuracy falling down from 88.5% to 82.7%.
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This result indicates that our privacy-utility framework successfully solves the problem of trading off privacy and utility, where
the tasks of less complexity tolerate more stringent privacy budgets, whereas those of larger complexity need to have a more
relaxed budget of privacy.

Comparison with Baseline Methods

The Differential Privacy Lagrange Coded Computing framework is evaluated against Lagrange Coded Computing which does
not use any privacy measures, federated learning under differential privacy scheme, and homomorphic encryption schemes.
Lagrange Coded Computing provides an upper bound for maximum achievable precision under non-constrained privacy set-
tings. The current state-of-the-art method of privacy-preserving distributed computing is federated learning combined with
differential privacy.

Table 2: Comparative Analysis

Privacy Guaran- MNIST Accu- Communication Computation
Method i
tee racy Cost Time
Standard LCC None 95.8% 1.0x 100 ms
DP-LCC (budget Strong 94.2% 1.0x 125 ms
4.0)
DP_LCZCOSbUdQEt Strong 91.8% 1.0x 125 ms
DP-FL (budget 4.0) Strong 92.0% 1.2x 110 ms
HE-based Very Strong 93.5% 50x 2400 ms
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Figure 4: Comparative Accuracy and Privacy Trade-off
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Figure 4 shows a graph with a bar chart which depicts a comparison in terms of accuracy among methods at varying degrees
of privacy. Our DP-LCC algorithm always remains on top when accuracy is considered at every level of privacy and beats
other methods such as DP-FL by 2%-3% in accuracy.

Our DP-LCC framework surpasses federated learning with differential privacy by around 2%, attaining 94.2% accuracy at the
privacy budget 4.0 compared to 92.0%. The reason behind such a performance can be attributed to the coded computing part
which offers some inherent privacy mechanism, which leads to a reduced amount of noise to be injected for achieving differ-
ential privacy.

Homomorphic encryption-based solutions give comparable performance with the 93.5% accuracy, but they require a lot more
expenses in terms of resources and costs. Their communication cost is 50 times higher, with high amount of data transmission
between the parties. Computation time takes about 2400 milliseconds in comparison to 125 milliseconds in our work, which
is 19 times more expensive than us.

Resilience to Stragglers and Adversaries

In terms of straggler-tolerance, the robustness of our system is measured based on the decline of accuracy as more and more
stragglers occur. Stragglers are considered those workers who take a very long time before responding, or even do not respond
within the allowed time frame. The coding of the computing phase allows recovery from partial responses.

[ —e— Baseline (No DP) —&— DP-LCC (Proposed) —o— Federated Learning with DP (Baseline DP) ]
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i i 89.9

90 -

85

80 -

75 A

Test Accuracy (%)

74.1
70

65 -

60 T T T T T T
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Figure 5: Resilience to Stragglers

The chart Figure 5 illustrates the dependency of the accuracy on the straggler percentage which varies from 0 to 50 percent.
The performance of our proposed DP-LCC framework is constant up to 40 percent stragglers where there is only a degradation
of 2.1 percent as compared to the performance baseline. However, the degradation is around 8.5 percent in the case of differ-
entially-private federated learning.

Resilience to stragglers becomes especially relevant in production settings where heterogeneity among workers becomes an
issue. It is not uncommon to observe differences in computational power, connectivity, and resources available between work-
ers; thus, resulting in variations in performance. The ability of our framework to retain high accuracy with as much as 40%
stragglers means that it can be used in heterogeneous edge computing settings, cluster computing, and Internet of Things
networks.
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Our framework demonstrates excellent resistance against privacy attacks due to three-layer protection. Membership inference
attack, where the attacker tries to establish which particular data examples were included into training with 2.0 privacy budget,
is able to succeed in 55% of cases, while being barely better than random guessing with its probability at 50%. Data recon-
struction attack, aimed at retrieving training samples based on gradient updates is able to reconstruct images that have very
poor quality. Such an approach creates a number of obstacles that are hard to be bypassed by the attacker.

Communication and Computational Efficiency

We analyze the communication and computation cost of our model when compared with other baselines. The communication
cost refers to the total amount of data that is transferred from the master to the workers during the training process, whereas
computation time denotes the total time taken for one iteration of training.
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Figure 6: Communication and Computational Overhead

Figure 6 compares the cost of communication normalised to conventional Lagrange Coded Computing, along with computa-
tion time per iteration of the algorithm. DP-LCC increases the overhead by 25%, owing to the process of noise addition and
aggregation while retaining the same communication overhead as conventional LCC. The HE algorithms face a 50x overhead
for communication compared to our method.

However, the overhead of 25% for the computation is tolerable since there will be significant gains in privacy at a low cost to
training throughput. The primary source of the overhead includes the creation of the noise and the computation overhead from
three layers of security. Conversely, the 50 times communication overhead of homomorphic encryption makes its application
practically useless in situations of constrained bandwidth, like cellular or satellite network.

The ability of our framework to perform efficiently in communication terms will be especially useful in applications in which
the limited bandwidth of federated learning clients is a constraint. Thus, our framework achieves high levels of network effi-
ciency while providing privacy protection without the need for extra communication.

Discussion
According to our experimental results, the Differential Privacy-based Lagrange Coded Computing solution has demonstrated

effectiveness in addressing the problems related to privacy preservation in distributed learning. The proposed approach pro-
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vides acceptable privacy utility trade-off, achieving 98.4% accuracy with 4.0 privacy budget in contrast to non-private La-
grange Coded Computing with a decrease of the model's quality by only 1.6%. This solution performs better than federated
learning with differential privacy that achieves 96.2% accuracy with 3.8% degradation in accuracy.

Another advantage of the framework is high resilience to stragglers. Stragglers are typical for practical cases due to heteroge-
neous behavior of the workers. Using coded computing part of our solution we were able to recover successfully from up to
25% of workers being unable to finish their computations while providing convergence under such adverse circumstances.
This is highly important property in case of distributed computations when some of the workers might work slowly or fail to
perform computations altogether.

Such computational overhead of about 25% is reasonable considering privacy gained and straggler resilience provided by our
approach. Unlike homomorphic encryption-based solutions, where computational costs are too high to use these in practice,
our framework is deployable. Also, using such solution does not require additional message transfer for privacy preservation
making it communication-efficient solution.

However, there are several limitations associated with this approach. First, we need a trusted master for privacy. Second,
proper noise should be selected to have good balance between privacy-accuracy. It should be noted that in case of non-trusted
master, other protocols for aggregate computation should be considered. For complex tasks such as CIFAR-10 privacy-accu-
racy trade-off could still be improved probably using more advanced mechanisms for noise generation. Lastly, we assume that
workers are honest in computations what is not necessarily true in adversarial environments.

V. Conclusion

A privacy-preserving approach for distributed machine learning which uses both differential privacy and Lagrange coded
computing has been described in this paper. The proposed algorithm tackles the problems of privacy against curious workers
and any adversarial threat, stragglers and communication/computation efficiency in distributed learning.

We use a three-tiered protection strategy that not only achieves strong privacy but also preserves the utility of the model in
question. Label retention prevents access to any private output data for the workers, Lagrange interpolation obfuscates the data
features providing information-theoretic privacy, and proper amount of noise injection ensures differential privacy. From a
theoretical perspective, it is possible to determine the convergence properties and privacy guarantee, and thus understand the
fundamental trade-off between the two. This approach is shown to be feasible from the practical perspective, since extensive
experiments performed on four different benchmarks demonstrate good model accuracy with significant privacy guarantee
and resistance to stragglers.

From a comparative perspective, it is demonstrated that the proposed approach shows an accuracy increase by 2-3% compared
to federated learning with differential privacy at the same level of privacy guarantee and vastly outperforms the approach using
homomorphic encryption. Our framework demonstrates the ability to withstand up to 40% stragglers and can be used in a
heterogeneous environment. In terms of communication efficiency, it behaves similarly to non-private approaches, unlike
cryptographic schemes suffering from huge inefficiency.

The implications of the work go beyond the proposed framework itself. The use of coded computing with differential privacy
demonstrates potential for combining complementary privacy technologies. The success of noise adaptive calibration shows
that it is possible to use heterogeneous privacy schemes and adapt them to the needs of each particular worker. Finally, the
efficiency of the framework allows using it in real-world scenarios, such as in healthcare analytics when protecting patient
privacy is critical, in financial services, where compliance with regulations is essential, and in smart city frameworks to protect
citizens' data.

Several directions for future research can be considered. First, the framework can be applied to fully decentralized scenarios
with no trusted master, allowing privacy-preserved learning in peer-to-peer settings and blockchains. Second, the question of
privacy budget allocation in adaptive manner over training rounds to achieve higher convergence rates for fixed privacy level
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can be addressed. This may result in the higher model accuracy at the same privacy loss rate. Third, the possibility to integrate
this framework with other privacy protection techniques, e.g., secure aggregation and zero-knowledge proof protocols, can be
researched to achieve comprehensive protection against all kinds of attacks. Fourth, an implementation of the framework for
bigger scale problems with thousands of workers and complex architectures can be considered to evaluate performance of our
approach for more realistic cases. Fifth, practical deployment guidelines can be developed in order to deploy the framework
in production scenarios. Sixth, application to new emerging areas such as large language models and multi-modal learning can
be explored.

The need to ensure privacy in machine learning calls for ongoing investigation on frameworks that ensure protection, useful-
ness, and effectiveness. This study makes contributions towards this effort in proving the fact that high levels of privacy
guarantees are attainable without having to forego the benefits of efficiency and performance that attract distributed learning.
Machine learning applications in highly private areas will necessitate the use of such frameworks in order to realize the poten-
tial of collaborative learning in a private manner.
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