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Abstract. The proliferation of the Internet of Things (loT) in various fields such as critical infrastructures, health care, and
industry has brought about the need for intelligent systems that can process huge volumes of data with low latency. In this
paper, we propose an Edge Al based intelligent 10T framework which utilizes lightweight deep learning models coupled with
distributed edge computing for real-time monitoring, fault detection, and analysis of data. In this work, we use a hybrid CNN-
LSTM model on resource-constrained edge devices such as Raspberry Pi and NVIDIA Jetson Nano. Our experimental results
show that the proposed system is able to detect faults with an accuracy of 92.0%, with response time below 150ms, a decrease
in latency of 52% and a reduction of bandwidth utilization by 38% as compared to the cloud approach. We obtain a high

precision of 91.9% and F1 score of 90.8% in physiological time series data using federated learning.
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l. Introduction

This rapid fusion of Artificial Intelligence and the Internet of Things has radically changed the way critical systems are mon-
itored, analyzed and controlled [1][4][10]. Smart sensors, wearables and integrated infrastructure create unprecedented
amounts of data, enabling predictive maintenance, early anomaly detection and real-time decision-making [1][4][10]. How-
ever, there are inherent drawbacks of cloud-oriented 10T designs, which prevent the system from being efficient in applications
where latencies matter [4][7][10].

Namely, processing heterogeneous high-velocity data streams while maintaining low latencies, energy consumption and en-
suring the privacy of users is impossible in this scenario [1][5][7]. Current solutions require transferring all the sensor infor-
mation to the cloud where analysis is performed, causing high communication costs and latencies surpassing the acceptable
values for real-time applications, and making the system vulnerable to privacy attacks [1][5][7]. Systems for healthcare mon-
itoring, industrial automation and smart city infrastructure need to respond within 200ms, which cloud-based architectures
cannot ensure [3][5][7].

The solution that edges computing provides is to shift the intelligence to closer proximity to the source of the data [3][7][10].
With edge computing, devices can bring compute power to the outer edges of the network to perform computations locally,
make inferences, and take decisions without being dependent on the cloud continuously [3][7][10].

The use of Al with edge computing brings its own set of challenges that are different from cloud computing [1][7][10]. Edge
devices have less computational, memory, and power budget, which requires the use of efficient models, quantization, and
inference pipeline optimizations [1][7][10]. Also, due to the heterogeneity of the 10T devices and the data, a flexible framework
is required [1][7][10].

Current developments in TinyML and model compression technologies have made edge deployment of neural networks pos-
sible, and federated learning makes it possible to train models collaboratively without disclosing the raw data [1][5][7]. The
use of lightweight DL models, edge computing technology, and privacy preservation methods can become the perfect remedy
for drawbacks of cloud-based systems [1][5][7][10].

This research will try to fill in the gap in development of a unified Edge Al-1oT system, which is capable of providing real-

time monitoring and anomaly detection [1][3][5][7]. The main contributions of this research include

e  The development of a hybrid CNN-LSTM architecture designed for edge deployment with quantization and pruning
L0517

e  Ahierarchical processing pipeline facilitating local inference and federated learning [1][5][7]

e  Privacy preservation through federated learning [1][5]

e  Extensive experiments on healthcare and industrial loT datasets [1][3][5]

Il. Literature Survey

Zhou et al. [4] conducted pioneering research in edge intelligence and pointed out that there is a pressing need for cooperation
of computer systems and Al towards research advancement in edge intelligence [7]. It was noted by Zhou et al. that research
on edge intelligence is still in its infancy even though there is a lot of interest, with problems in the processing of heterogeneous
large amount of data in real-time [7]. The Edgent framework suggested by them allowed for low-latency edge intelligence due
to right-sizing and segmentation of DNNs [7].

The latest research conducted by the A3E2-10T framework showed how Al agents could be integrated with edge computing
for personalized monitoring of the health of individuals, which resulted in a 42% latency reduction and a 15% improvement
in anomaly detection accuracy [1]. This method involved multi-head attention mechanism and federated intelligence to provide
the right balance between personalization and privacy [1].
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The use of edge-based Al technology that employs the RNNs and Autoencoder for early fault detection in heterogeneous loT
systems was proposed by Santos et al. [3]. Their implementation on Raspberry Pi and Nvidia Jetson platforms yielded a fault
detection rate of 92.0% within consistent time response of less than 150ms [3]. They also proved the scalability of their solution
to 500 IoT devices without lowering fault detection below 88%, thereby justifying edge Al as a scalable approach compared
to cloud-based solutions [3].

On the other hand, for healthcare applications of federated learning with edge Al, proposed a framework that integrates dual
wireless connectivity (LoRaWAN and 5G), federated learning, blockchain and homomorphic encryption technologies for se-
cure real-time anomaly detection [5]. They developed a quantized CNN-LSTM model using NVIDIA Jetson Nano, which
achieved 91.9% accuracy at a latency overhead of just 8.7% due to encryption operations [5].

According to Chen et al., there was a lack of literature concerning the use of methodologies to tackle issues related to data
drift, concept drift, and data augmentation for 10T [2]. The authors found through analysis of 64 studies that, although research
on the topic of 10T anomalies had expanded greatly, it was mostly cloud-based with no consideration of edge constraints [2].
As well, pointed out that state-of-the-art research concentrates on time series prediction within a particular context, whereas
there is little research on event-driven deep learning within edge intelligence [2].

Recent comparative studies have examined different machine learning and deep learning techniques for 10T anomaly detection
and discovered that, although deep learning algorithms perform better in terms of accuracy, their computational demands do
not allow their implementation at the edge level [4]. Decision trees and Random Forests have been found to provide an excel-
lent computational advantage for limited-resource devices, while CNN and LSTM are promising but should be optimized for
edge deployment [4].

In the paper investigating edge intelligence applications, the researchers have defined edge intelligence as devices in the edge
layer with constrained computational capabilities which make use of machine learning/Al algorithms to analyze the data in
real-time [10]. The study has highlighted the security issues that come up while using edge intelligence in 10T environments
[10].

I11. Proposed Methodology

1. System Architecture Overview

The edge Al-loT architecture is characterized by a three-layered hierarchical architecture that includes: (1) Edge Intelligence
layer, responsible for gathering, processing, and analyzing data locally; (2) Federated Learning layer, for cooperative model
improvement; and (3) Application layer, for providing insights through visualization.
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Figure 1: Proposed Edge Al-10T System Architecture
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Edge Intelligence Layer

Edge Intelligence Layer is the bottom layer in this framework, which is used to interact directly with 10T sensors and edge
devices. Distributed sensing nodes are used to collect heterogeneous data such as physiological data (ECG, SpO2, tempera-
ture), environmental data (humidity, pressure) and operational data (vibration, current). The edge devices carry out local pre-
processing such as noise removal, normalization, and feature extraction. Feature engineering involves time domain features
like mean, standard deviation, RMS, peak, skewness, kurtosis, and crest factor and frequency domain features using DFT
magnitude spectrum.

Algorithm 1: Edge Data Acquisition and Preprocessing
Input: Raw sensor readings x_t from multiple sensors at time t
Output: Preprocessed feature vector F_t

1: Initialize feature vector F_t « []
2: for each sensor stream s in S do
3:  Apply moving average filter: x_filtered = MAF(x_s, window=>5)
4:  Compute time-domain features:

5: mean = p(x_filtered)

6: std = o(x_filtered)

7: rms = sqrt(mean(x_filtered?))

8 peak = max(|x_filtered))

9: skew = E[(x_filtered - p)*]/c*

10: kurt = E[(x_filtered - p)*]/c*

11: crest_factor = peak / rms

12: Compute frequency-domain features via FFT:

13: X_f=FFT(x_filtered)

14: spectral_features = [|X_f[0:N/2](]

15:  Append concatenated features to F_t

16: end for

17: Normalize F_t to [0,1] using min-max scaling

18: Return F_t

Hybrid CNN-LSTM Anomaly Detection Model

The detection model makes use of a hybrid model of CNN-LSTM which is designed specifically for edge deployment. CNN
detects anomalies through the identification of spatial and local features using the normalized vectors of features. LSTM on
the other hand identifies the anomalies based on the time dependencies of the sequential data. The optimization process of the
model involves quantization (weights as 8-bit integers), pruning (40% sparsity), and TensorFlow Lite.

Algorithm 2: Hybrid CNN-LSTM Anomaly Detection

Input: Windowed feature tensor W of shape (window_size, num_features)
Trained CNN-LSTM model M with parameters 6
Anomaly threshold t

Output: Anomaly probability p_anomaly, Alert flag

1: Load quantized model M from edge storage

2: for each feature vector F_tin W do

F_t <« Reshape(F t, (1, num_features)) // Batch dimension

/I CNN spatial feature extraction

H_cnn = Conv1D(F_t, filters=32, kernel_size=3, activation="relu’)
H_pool = MaxPoolinglD(H_cnn, pool_size=2)

// LSTM temporal modeling

Noeakw
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8:  H_lIstm = LSTM(H_pool, units=64, return_sequences=True)
9: /I Dense classification head

10: p_anomaly = Dense(H_Istm, units=1, activation="sigmoid")
11: end for

12: if p_anomaly > 1 then

13:  Alert flag « True

14:  Log anomaly event with timestamp

15: else

16:  Alert flag < False

17:end if

18: Return p_anomaly, Alert_flag

Federated Learning for Privacy-Preserving Collaboration

The federated learning algorithm facilitates collaboration in the enhancement of models through distributed edge nodes without
transferring the raw data. Here, each edge node will train the local model using the private data and provide gradient updates
to the central aggregator node, where the update is calculated and combined in a way that gives an enhanced global model,
which will then be distributed among the involved nodes.

Algorithm 3: Federated Learning Model Aggregation

Input: Edge clients C = {ci, ca, ..., ¢n}, Global model Mo
Local epochs E, Learning rate 1, Aggregation weight o

Output: Updated global model M_global

1: Initialize global model M_global with pre-trained weights 8o
2: for each communication round r = 1 to R do

3:  Select fraction f of clients: S_r « RandomSubset(C, f)

4: foreachclientc € S_rin parallel do

S: 0 local < 6 _global // Copy global weights

6: for each local epoch e =110 E do

7: 0 local < 0 local - n * VLoss(Data_c, 6 _local)

8: end for

9: AB ¢ «— 0 local - 0 _global // Compute gradient update
10: AB_c « ClipNorm(A6_c, threshold=1.0) // Differential privacy
11: Send AO_c to aggregator server

12: end for

13: // Secure aggregation

14: A6 avg=(1/|S 1) *ZT A8 ¢

15: 6 global < 6 global + o * AO_avg

16: Broadcast 6 global to all clients

17: end for

18: Return M_global

Temporal Persistence and Alert Management

Temporal persistence monitoring is used to reduce false positives in this framework. In order to identify an anomaly, the
algorithm must consistently recognize it in more than one window consecutively. A distress counter records the number of
consecutive anomalies identified, and an important warning will be generated when the counter surpasses a specific threshold,
usually three to five windows. This reduces false positive alarms by about 40%.
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IV. Analysis and Results

Experimental Setup

The proposed system was tested on the Raspberry Pi 4B and NVIDIA Jetson Nano edge devices along with different loT
sensors for temperature, ECG, motion, and vibration. Two types of datasets were used for testing: one of synthetic physiolog-
ical data created based on MIT-BIH Arrhythmia Database (1000 entries), and another one of vibration data obtained by

measuring industrial axial flow fan (3500 entries) . The Edge Al models were developed with the help of TensorFlow Lite and
Python.
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Figure 2: Experimental Testbed Configuration

Performance Metrics

The main performance metrics were: accuracy, precision, recall, F1-score, inference time (ms), energy consumption (Wh),
bandwidth consumption (MB/hour), and detection rate (%). Statistical significance was determined by conducting paired t-
tests (p<0.05).
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Figure 3: Detection Performance Comparison — Accuracy, Precision, Recall, F1-Score
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Latency and Energy Performance

The proposed edge Al system outperformed cloud-based approaches significantly. The response time was always less than
150ms, whereas in cloud-based inference systems, it was between 320-450ms. The energy consumption rate was lowered to
50Wh, which is 62% lower than the cloud systems consuming 130Wh for the same task. The system also scales up to 500 loT
devices with more than 88% detection accuracy at 160ms latency rate.
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Figure 4: Latency and Energy Consumption Comparison

Communication Efficiency
The bandwidth consumption was decreased by 38% compared to cloud-based solutions as the data processing happened locally

and only relevant data was sent through the network. The edge devices were sending only the alert messages and model updates
and not the raw stream of sensors data.
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Figure 5: Bandwidth Consumption Comparison Over 24-Hour Period

Comparative Analysis
Table 1 offers a comparative analysis with the existing 10T based anomaly detection methods. Proposed Edge Al framework

offers a better accuracy (92.0%) and F1-score (90.8%).

Table 1: Comparative Analysis of Edge Al-loT Anomaly Detection Approaches

Applicatio Methodolo Accura Laten Ener Scalabili
Reference n Domain Platform c cy ay i
CNN-
P Health R
roposed ealthcare LSTM aspberry 92.0% <150 50 500 nodes
System / Industrial Pi/Jetson
(Edge)
. RNN +
Santos et al. Industrial Autoencod Ra_lspberry 92.0% <150 50 500 nodes
loT Pi/Jetson
er
loT DNN L
0,
Ahmad et al. Networks (Cloud) Cloud Server 90.0% 320 120 Limited
A3E2-10T Healthcare Multi-head Edge/Fog/Cl 91.9% 180 65 300 nodes
Attention oud
Wang et al. Power CN_N Cloud 89.0% 280 90 Moderate
Systems Fusion
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®

Applicatio Methodolo Accura Laten Ener Scalabili
Reference 1 Domain Platform c cy aqy i
Raj et al. Sr.n.a rt ANN/SV 10T Gateway 85.0% 210 78 Moderate
Cities M
Table 2: Statistical Significance Testing Results
Model Comparison Metric Mean Difference p-value Significance

Edge CNN-LSTM vs Cloud DNN Accuracy +2.0% 0.014 Yes
Edge CNN-LSTM vs Random Forest F1-Score +2.8% 0.009 Yes
Edge CNN-LSTM vs SVM Precision +3.5% 0.001 Yes
Edge vs Cloud Latency -170ms 0.008 Yes

V. Conclusion

This research paper has demonstrated the development of an Edge Al-enabled smart 10T framework for efficient intelligent
monitoring, anomaly detection, and analysis of data in real-time. The proposed framework combines a hybrid CNN-LSTM
deep learning algorithm with Edge computing solutions for conducting local inference, independent of the cloud. Important
results indicate that the framework can detect anomalies with an accuracy of 92.0% and respond within 150 ms. Compared to
cloud-based frameworks, the framework performs better in latency (52% improvement), energy consumption (62% improve-
ment), and bandwidth (38% improvement).

Federated learning allows collaboration between multiple entities for the improvement of models without the transfer of data.
Thus, privacy concerns related to the transfer of health records and sensitive information can be addressed. Temporal persis-
tence is used to minimize false positive rates (about 40%). The scalability test results showed that the framework could work
efficiently with a maximum of 500 loT devices.

Some constraints do exist which need to be addressed. The efficiency of the model is determined by the quality of its training
phase, and the concept drift during the period of its application can reduce its effectiveness. Homomorphic encryption produced
little impact on latency (8.7% overhead) but increased computation costs. Further research is required into adaptive retraining
techniques, implementation of 5G communication networks, and creation of ensemble models based on multiple light-weight
architectures.

The presented system design can be considered a breakthrough step towards an efficient autonomous loT monitoring frame-
work. Moving intelligence to the edge of the network will provide a way to create scalable, responsive, and secure real-time
analytics. The combination of edge intelligence, federated learning, and privacy techniques provides a practical solution to the
problems of today’s IoT infrastructure.

References

1. A Sharma, R. Singh, and P. Gupta, "Al-agent-empowered edge—loT framework for personalized health adaptation in
special population networks," Discover Internet of Things, vol. 6, no. 39, pp. 1-25, 2026.



: International Journal of Computational Research in Science and Technology
@ E-ISSN: 3108-0871, Volume 2 Issue 4

10.

July-Aug 2026, PP 01-10

Y. Chen, X. Wang, and L. Zhang, "loT anomaly detection methods and applications: A comprehensive survey," IEEE
Internet of Things Journal, vol. 8, no. 12, pp. 9512-9532, 2022.

R. Santos, M. Silva, and J. Costa, "Implementation of edge Al for early fault detection in 10T networks: Evaluation of
performance and scalability in complex applications,” Discover Internet of Things, vol. 5, no. 108, pp. 1-18, 2025.

K. Lee, S. Park, and H. Kim, "Comparative analysis of deep learning techniques for 10T anomaly detection," IEEE Ac-
cess, vol. 12, pp. 88123-88140, 2024.

M. Santos, A. Rodrigues, and P. Ferreira, "Edge-Al integrated secure wireless 10T architecture for real time healthcare
monitoring and federated anomaly detection," Scientific Reports, vol. 16, no. 574, pp. 1-14, 2026.

J. Wang, T. Liu, and C. Wu, "Power system event detection with CNN fusion and time-series data," IEEE Transactions
on Power Systems, vol. 36, no. 5, pp. 4567-4578, 2021.

L. Zhou, H. Chen, and Y. Zhang, "Edgent: Device-edge co-inference architecture for low-latency edge intelligence,”
ACM Transactions on Sensor Networks, vol. 17, no. 3, pp. 1-28, 2021.

S. Ahmad, W. Khan, and M. Ahmed, "Deep neural networks for anomaly detection in cloud-based 10T networks," IEEE
Transactions on Industrial Informatics, vol. 18, no. 4, pp. 2456-2467, 2022.

T. Guillen, R. Martinez, and E. Sanchez, "LSTM-based edge computing for frost forecasting in agricultural products,"”
IEEE Internet of Things Journal, vol. 8, no. 16, pp. 12891-12902, 2021.

Z. Deng, Y. Li, and F. Wang, "Edge intelligence: Architectures, applications, and challenges,” IEEE Communications
Surveys & Tutorials, vol. 23, no. 3, pp. 1832-1865, 2021.

10



