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Abstract. The rapid expansion of digital communication platforms has significantly increased 

the need for secure and efficient messaging systems. Modern users rely heavily on chat-based 

applications for academic collaboration, professional coordination, and personal communication. 

However, traditional messaging systems often fail to provide an optimal balance between data 

security and efficient information management. While some platforms emphasize usability, they 

frequently compromise on privacy, whereas others focus on encryption but lack intelligent tools 

to manage large volumes of conversational data. This research presents a Secret Chat Room with 

AI Summarization System, a web-based platform designed to address both security and usability 

challenges. The system integrates end-to-end encryption using AES and RSA algorithms to en-

sure confidentiality and protect messages from unauthorized access. Additionally, it employs 

WebSocket-based real-time communication to enable low-latency and efficient message ex-

change between users. A key contribution of this work is the integration of an AI-based summa-

rization module that utilizes transformer-based model Gemini Summarization. This module pro-

cesses chat histories and generates concise summaries, allowing users to quickly understand 

lengthy discussions without manually reviewing all messages. This feature significantly reduces 

information overload and enhances productivity. The system follows a modular architecture con-

sisting of authentication, encryption, messaging, and AI components. Experimental observations 

indicate that the system achieves efficient performance with minimal latency while maintaining 

strong security standards. The proposed solution is suitable for applications in education, enter-

prise communication, and collaborative environments. 
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I. Introduction 

In the modern digital era, communication systems have evolved from simple text-based 

messaging platforms to complex real-time collaboration tools. These systems are 

widely used across various domains, including education, corporate environments, 

healthcare, and social networking. Despite their widespread adoption, many existing 

communication platforms suffer from critical limitations related to security, privacy, 

and information management. 

 

One of the primary concerns in modern communication systems is data security. Mes-

sages transmitted over networks are often vulnerable to interception, unauthorized ac-

cess, and cyberattacks. Although encryption techniques have been implemented in 

many platforms, they are not always applied effectively or consistently. This raises se-

rious concerns regarding the confidentiality of sensitive information. 

 

Another major challenge is information overload. With the increasing volume of com-

munication, users often struggle to extract meaningful insights from long chat conver-
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sations. This problem is particularly evident in academic discussions, team collabora-

tions, and customer support systems, where large amounts of textual data are generated 

continuously. 

 

To address these issues, this research proposes a Secret Chat Room with AI Summari-

zation System that integrates secure communication with intelligent data processing. 

The system leverages cryptographic techniques to ensure data confidentiality and arti-

ficial intelligence to improve information accessibility. By combining these two ap-

proaches, the system aims to provide a comprehensive solution for modern communi-

cation challenges. 

 

The primary objectives of this research include: 

 Developing a secure real-time chat system using encryption techniques  

 Implementing AI-based summarization for efficient information extraction  

 Designing a scalable and user-friendly communication platform  

 Enhancing user productivity by reducing information overload  

 

II. Review Of Literature Research 
 

Recent research in secure communication systems has increasingly focused on combin-

ing encryption techniques with intelligent data processing methods to enhance both se-

curity and usability. Various approaches have been proposed to address issues such as 

data confidentiality, real-time communication efficiency, and information overload in 

chat-based applications. 

 

Karabey and Akman [1] proposed a secure client-server chat application using Public 

Key Infrastructure (PKI). Their system utilized RSA encryption for secure key ex-

change and ensured confidentiality during message transmission. The methodology in-

volved generating public and private key pairs for each user and encrypting messages 

before transmission. The system successfully provided secure communication; how-

ever, it lacked scalability and did not incorporate real-time messaging or intelligent data 

processing features. 

 

Singh et al. [2] developed a real-time chat application using WebSocket technology to 

improve communication efficiency. Their approach focused on enabling bidirectional 

communication between the client and server, significantly reducing latency compared 

to traditional HTTP-based systems. The system demonstrated efficient real-time mes-

sage delivery; however, it did not incorporate encryption mechanisms, making it vul-

nerable to security threats. 

 

Alkhyeli et al. [3] implemented a secure messaging system using AES-GCM encryp-

tion. Their methodology involved encrypting messages using symmetric key cryptog-

raphy to ensure confidentiality and integrity. The system produced secure communica-

tion with improved performance due to the efficiency of AES encryption. However, the 

key distribution process remained a challenge, as the system lacked a robust mechanism 

for secure key exchange. 
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Rivest, Shamir, and Adleman [4] introduced the RSA algorithm, which enables secure 

data transmission through asymmetric encryption. The methodology involves generat-

ing public and private keys based on large prime numbers and performing modular 

exponentiation for encryption and decryption. RSA is widely used for secure key ex-

change; however, it is computationally expensive for encrypting large amounts of data, 

making it less suitable for real-time messaging systems when used alone. 

 

Google DeepMind et al. [5] introduced Gemini, a family of multimodal large language 

models designed for advanced reasoning, text generation, summarization, and multi-

modal understanding. The model processes long-context inputs and generates coherent, 

context-aware summaries, making it well suited for summarizing lengthy chat conver-

sations and conversational data. 

 

Google DeepMind et al. [6] presented Gemini 1.5, an enhanced version of the Gemini 

model featuring a significantly larger context window and improved long-document 

understanding. The model efficiently processes large volumes of text while maintaining 

contextual consistency, making it highly effective for real-time chat summarization and 

long conversation analysis. 

 

Overall, these studies demonstrate that encryption techniques such as AES and RSA 

are effective for ensuring secure communication, while transformer-based models pro-

vide powerful solutions for text summarization. However, existing systems typically 

focus on either security or intelligent data processing independently. The integration of 

secure real-time communication with AI-based summarization remains relatively un-

explored, highlighting the need for a unified system that addresses both challenges sim-

ultaneously. 

 

III. Proposed System Architecture 

 

 
Fig. 1. Workflow Of Proposed Secret Chat System With Ai Summarization 

The proposed system presents a secure real-time chat platform integrated with AI-based 

summarization, designed to address the challenges of data confidentiality and infor-
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mation overload. The architecture combines encryption mechanisms, real-time com-

munication protocols, and natural language processing techniques to deliver a secure 

and intelligent communication environment. 

 

The system consists of multiple interconnected modules, including user authentication, 

key management, message encryption, real-time communication, data storage, and AI-

based summarization. These modules operate sequentially and collaboratively to ensure 

secure and efficient communication. 

 

The overall workflow of the system begins with user authentication, followed by secure 

key exchange, encrypted message transmission, storage of encrypted data, and finally 

AI-based processing of chat history to generate summaries. 

 

A. User Authentication 

The first stage of the system involves secure user authentication to ensure that only 

authorized users can access the platform. Users are required to register and log in using 

valid credentials. 

 

The authentication mechanism includes: 

 Secure password storage using hashing techniques  

 Token-based authentication using JWT (JSON Web Tokens)  

 Session management for maintaining user state  

This module ensures that unauthorized access is prevented and only authenticated users 

can participate in chat communication. 

 

B. Key Generation and Exchange 

To establish secure communication, the system implements a hybrid cryptographic ap-

proach using RSA and AES algorithms. 

 

The process includes: 

 Generation of RSA public and private key pairs for each user  

 Secure exchange of AES session keys using RSA encryption  

 Storage of encrypted keys in a secure format  

RSA is used for secure key exchange, while AES is used for efficient encryption of 

messages. This ensures both security and performance. 

 

C. Message Encryption and Decryption 

Before transmission, all messages are encrypted using AES encryption. This ensures 

that the message content remains confidential during communication. 

 

The encryption process includes: 

 Conversion of plaintext message into ciphertext using AES  

 Use of session keys for encryption  

 Secure handling of encryption keys  

At the receiver side, the message is decrypted using the corresponding AES key. This 

ensures that only intended users can access the message content. 

 

D. Real-Time Communication (WebSockets) 
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The system uses WebSocket technology to enable real-time communication between 

users. Unlike traditional HTTP-based communication, WebSockets provide a persistent 

connection that allows bidirectional data transfer. 

 

Key features include: 

 Low latency message delivery  

 Instant message updates  

 Efficient handling of multiple users in chat rooms  

This ensures seamless and interactive communication between users. 

 

E. Chat Room Management 

The system supports the creation and management of chat rooms to facilitate organized 

communication. 

 

This module includes: 

 Creation of private and group chat rooms  

 Role-based access control (admin/user)  

 Secure access using room keys or permissions  

Chat rooms allow users to communicate within a controlled environment while main-

taining privacy. 

 

F. Data Storage and Management 

All messages and user data are stored securely in the database. The system ensures that 

sensitive information is not stored in plaintext. 

 

The storage mechanism includes: 

 Encrypted storage of messages  

 Secure handling of user credentials  

 Efficient database schema for managing users, rooms, and messages  

This ensures data integrity and protection against unauthorized access. 

 

G. AI-Based Chat Summarization 

A key feature of the proposed system is the integration of an AI-based summarization  

module. This module processes chat conversations and generates concise summaries. 

 

The summarization pipeline includes: 

 Collection of chat messages  

 Text preprocessing (cleaning and normalization)  

 Tokenization of input data  

 Processing using transformer-based models such as Gemini Summarization model  

 Generation of summary output  

This feature helps users quickly understand long conversations and reduces information 

overload. 

 

H. Combined Workflow Processing 

After integrating all modules, the system operates as a unified pipeline where encrypted 

communication and intelligent processing occur simultaneously. 

 

The combined workflow includes: 
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 Authentication → Key Exchange → Encryption → Transmission → Storage → 

Summarization  

This ensures a seamless user experience while maintaining security and efficiency. 

 

I. Final Output 

The final output of the system provides: 

 Secure real-time chat communication  

 Encrypted message exchange  

 Organized chat rooms  

 AI-generated summaries of conversations  

 Improved user productivity and data privacy  

The architecture demonstrates that integrating encryption with AI-based summarization 

significantly enhances both the security and usability of communication systems. 

                                                                                                                                                                                        

IV. Methodology 
 

The proposed system follows a structured methodology to ensure secure communica-

tion and efficient summarization of chat data. The methodology integrates crypto-

graphic techniques, real-time communication mechanisms, and natural language pro-

cessing models into a unified workflow. 

 

The process begins with user authentication, where users securely log into the system 

using credential verification and token-based authentication. Once authenticated, users 

are allowed to create or join chat rooms. A secure key exchange mechanism is then 

established using RSA encryption, enabling the safe distribution of session keys with-

out exposing them to unauthorized entities. 

 

After key exchange, messages are encrypted using AES before transmission. This en-

sures that all communication remains confidential during data transfer. WebSocket 

technology is employed to enable real-time bidirectional communication, allowing in-

stant message delivery with minimal latency. 

 

The encrypted messages are stored securely in the database, ensuring that sensitive data 

is never stored in plaintext form. The stored chat data is then processed by the AI sum-

marization module. This module performs preprocessing, tokenization, and contextual 

analysis using transformer-based models such as Gemini Summarization model. 

 

The final stage involves generating concise summaries from chat conversations. These  

summaries help users quickly understand the key points of discussions, thereby im-

proving productivity and reducing information overload. The entire methodology en-

sures a balance between security, efficiency, and intelligent data processing. 

                                                                                                                                                                                      

V. Tools And Technologies Used 
 

Software Requirements: 

 Node.js (Backend runtime environment) 

 Express.js (Server-side framework for handling APIs and routing) 

 React.js (Frontend development for user interface) 

 WebSocket (Real-time bidirectional communication) 
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 MongoDB (Data storage and management) 

 JSON Web Token (JWT) (User authentication and session management) 

 Crypto / CryptoJS (AES encryption implementation) 

 Node-RSA / RSA libraries (Key generation and secure key exchange) 

 Gemini Summarization (AI summarization model) 

 NLP Libraries (Text preprocessing and tokenization) 

 Docker (Optional deployment and containerization) 

 

Hardware Requirements: 

 Processor: Intel i5 or above 

 RAM: Minimum 8GB 

 Storage: 10GB free space or more 

 Operating System: Windows / Linux / macOS 

 

VI. Advantages of Proposed System 
 

 The proposed system offers several advantages over traditional communication 

platforms. It provides strong data security through the use of hybrid encryption 

techniques, ensuring that user messages remain confidential at all times. 

 The integration of AI-based summarization enhances usability by allowing users 

to quickly understand lengthy conversations. This reduces information overload 

and improves decision-making efficiency. 

 The use of WebSocket technology ensures real-time communication with minimal 

latency, providing a seamless user experience. Additionally, the modular architec-

ture of the system makes it scalable and adaptable to future enhancements. 

 The system can be extended to various applications, including academic collabo-

ration, enterprise communication, and secure messaging platforms. 

 

VII. Future Work 
 

The proposed system can be further enhanced by incorporating advanced NLP models 

to improve the quality of summarization. Real-time summarization can be implemented 

to provide instant insights during ongoing conversations. 

 

Additional features such as sentiment analysis, emotion detection, and keyword extrac-

tion can be integrated to provide deeper insights into chat data. The system can also be 

extended to support multi-language summarization, making it suitable for global com-

munication platforms. 

 

Furthermore, deployment on cloud infrastructure can improve scalability and enable 

real-time synchronization across multiple devices. Integration with mobile platforms 

can enhance accessibility and usability. 

 

 

 

 

 

VIII. Conclusion 
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This research presents a secure communication system that integrates cryptographic 

techniques with AI-based summarization to improve both data security and conversa-

tion management. Unlike traditional chat applications, the proposed system combines 

secure messaging with intelligent summarization to enhance privacy, usability, and ef-

ficient information processing. 

 

The system employs user authentication, AES encryption for message confidentiality, 

RSA for secure key exchange, and WebSocket technology for real-time communica-

tion. Sensitive data is securely stored in encrypted form, ensuring confidentiality and 

data integrity. Additionally, a Gemini transformer-based summarization model pro-

cesses chat conversations to generate concise, context-aware summaries, reducing in-

formation overload and improving user productivity. 

 

Experimental results demonstrate that the system achieves secure, low-latency commu-

nication while maintaining strong encryption standards. It effectively handles multiple 

users and concurrent communication, making it suitable for scalable applications such 

as enterprise messaging, academic collaboration, and secure communication platforms. 

The modular architecture also supports future enhancements and easy feature integra-

tion. 

 

Future work includes improving summarization with advanced transformer models, en-

abling real-time summarization, incorporating sentiment and emotion analysis, sup-

porting multilingual communication, and deploying the system on cloud infrastructure. 

Adaptive learning and intelligent recommendation systems can further enhance user 

interaction. 

 

Overall, the proposed system provides a robust, scalable, and secure communication 

platform by combining encryption with AI-driven summarization, establishing a strong 

foundation for next-generation communication systems focused on privacy and effi-

cient information management. 
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