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Abstract - PentraGuard is a Python-based ethical web vulnerability scanner designed as a Dy-

namic Application Security Testing (DAST) tool to evaluate the security posture of real-time 

web applications. It automates systematic testing to uncover common vulnerabilities such as 

SQL Injection (SQLi), Cross-Site Scripting (XSS), insecure HTTP headers, and sensitive data 

exposure, aligning with the OWASP Top 10 security risks. The system functions in two core 

modes: Discovery Mode and Active Scan Mode. In Discovery Mode, the scanner safely ana-

lyzes and maps the application structure by identifying web pages, links, and input forms with-

out using harmful payloads. Active Scan Mode performs controlled security assessments using 

predefined attack patterns to detect vulnerabilities. To enforce ethical usage, PentraGuard in-

cludes a domain ownership verification feature that restricts scanning to authorized or owned 

sites. The tool produces comprehensive vulnerability reports containing technical evidence, im-

pact analysis, and remediation recommendations, enabling users to effectively mitigate identi-

fied risks. 
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I. Introduction 

Web applications have become fundamental components of modern digital ecosystems, ena-

bling organizations to deliver services, manage data, and facilitate user interactions across the 

internet. However, the rapid growth of web-based systems has been accompanied by an escala-

tion in cyber threats, particularly attacks that exploit vulnerabilities inherent in poorly secured 

applications. As a result, organizations require robust and automated security solutions to con-

tinuously assess and strengthen the resilience of their online platforms. PentraGuard is devel-

oped as a Python-based ethical web vulnerability scanning system designed to meet this critical 

need through the principles of Dynamic Application Security Testing (DAST). By focusing on 

the security posture of live web applications, PentraGuard enables real-time evaluation of po-

tential weaknesses before malicious actors can exploit them. 

 

The system targets widely known and high-impact vulnerabilities—including SQL Injection 

(SQLi), Cross-Site Scripting (XSS), insecure HTTP headers, and sensitive data exposure—

based on selected categories from the OWASP Top 10 framework. These vulnerabilities repre-

sent significant risks to data confidentiality, integrity, and availability, making their early detec-

tion essential for maintaining secure digital infrastructures. PentraGuard operates using two 

complementary modes: Discovery Mode and Active Scan Mode. Discovery Mode performs a 

non-intrusive analysis by mapping web application structures, identifying pages, links, and input 

forms without deploying harmful payloads. In contrast, Active Scan Mode applies controlled 

attack patterns to evaluate actual security weaknesses, ensuring a comprehensive vulnerability 

assessment process. 

 

To promote responsible and ethical usage, PentraGuard integrates a domain ownership verifi-

cation mechanism, ensuring that scanning activities are restricted exclusively to authorized or 
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self-owned websites. This safeguards against misuse and aligns the system with legal and ethical 

standards of cybersecurity practice. The tool further enhances security management by generat-

ing detailed vulnerability reports that include evidence, impact assessments, and practical reme-

diation strategies. Through its automated capabilities and ethical safeguards, PentraGuard serves 

as an effective and educational platform for improving the security posture of modern web ap-

plications. 

 

II. Related Works  

 
Bertoglio and Zorzo [18] systemically reviewed 54 primary studies using quality criteria to se-

lected papers to determine reliability and credibility. The criteria grouped papers as ’Good’, ’ 

Very good ’, and ’Excellent’. The study identified scanners used for penetration testing and their 

characteristics. Based on their analysis, 13 scanners were identified as the most cited ones. It 

also identified frameworks, methodologies, and security, testing models. Additionally, it ana-

lyzed the relationship between scanners and models besides some challenges of penetration test-

ing. The researchers further identified process efficiency and effectiveness as critical challenges 

besides the vulnerability assessment process. Also, they noted that challenges in the analysis 

model and security scanners influence the security of scanners. Our research method is more 

extensive than the above study. We analyzed 320 studies in our work, and a total of 30 scanners 

were collected and identified in the paper. All of the returned scanners ’ characteristics were 

provided based on what was indicated in the research papers and information available on the 

scanners’ websites. Similarly, a survey study by Mirjalili et al. explored the applications of web 

penetration testing and its models and highlighted the comparison between web vulnerability 

scanners.  

 

The survey reviewed previous literature on pen test methods and scanners and divided it into 

three categories. The first category examined and compared various methods and scanners. The 

second one proposed a new method or scanner for detecting vulnerabilities in web applications. 

The third category involved proposing a proper testing environment for executing web penetra-

tion testing. Moreover, the paper observed a correlation between 13 open-source and seven 

commercial scanners. It also noted that there are two core factors to judge the effectiveness and 

efficiency of the scanners. First is the “Structural Design” which deals with the GUI (Graphical 

User Interface), user ease, customization, and performance. The other key decision factor is the 

“Supported Features and Functionalities”, which incorporate crawling techniques (auto-

matic/manual), analysis techniques, auditing, and logging along with the generation of user re-

ports.  

 

The researchers found that some of the reviewed scanners had technical problems such as the 

inability to detect some types of attacks, such as stored SQLi and stored XSS attacks. Also, 

some scanners did not support new technologies and were incapable of detecting vulnerabilities 

attributed to application logic flows. In our survey, we identified 21 free/open source and 9 

commercial scanners. In addition, our research covers additional aspects such as the developer 

that created the scanner, the technology utilized to design it, and the scanner’s operating plat-

form (e.g. Windows, Mac OS X or Linux). We also looked at the scanner’s user interface, 

whether it was GUI or CLI. Furthermore, we included the availability of documents, such as the 

user manual and installation guide. Another study conducted by Kyriakos et al. reviewed exist-

ing literature on web vulnerability scanners. The researchers delved deep into fundamental 

open-source scanners and databases. They examined the web vulnerability of fundamental open-

source scanners and databases by comparing them based on configuration, functionality, and 

support. The study also examined the scanners by comparing their accuracy of identifying vul-

nerability, errors in a web application, and their frequency. Moreover, it evaluated the function-

ality of the scanners based on categorization, vulnerability coverage, risk assessment inference, 

and counter-measuring. Besides, the researchers determined configuration using architecture, 

operation system support, level of usage, required resources, modularity, and access control 

mode. The researchers concluded that complete benchmarking of vulnerabilities, scanning strat-

egy and workflow is essential to support the execution of the scanners. In comparison to this 
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study, our analysis is more complete because it covers the most prevalent commercial and open-

source scanners, whereas this study solely focused on open-source scanners. Additionally, we 

examined and discussed common web vulnerability scanner features, whereas this study only 

addressed three: settings, functionality, and support. Furthermore, the performance of the re-

searched scanners in finding vulnerabilities in web applications was not included in this study. 

However, we reviewed in-depth the findings of evaluation studies undertaken on these scanners, 

as well as the knowledge gap in this domain. 

 

Kumar and Sheth conducted a review on the Zero-day vulnerabilities and the web application 

scanners that are used to detect these vulnerabilities in web services. The study explained dif-

ferent techniques used to detect and prevent zero-day vulnerability based on statistical-based 

methods, behaviour and signature-based methods, and hybrid techniques. The primary objective 

of each technique is to recognize the exploits’ existence, eliminate them in real-time, and mini-

mize the damage induced by the attack. One significant challenge is to ensure that the victim’s 

machine threshold delay for analysis and quarantine is not exceeded. However, in some cases, 

this can cause undermining of the affected system. The researchers concluded that Zero-day 

attacks could misuse obscure vulnerabilities due to the absence or lack of antivirus, patches, and 

intrusion-detection signatures. To combat zero-day attacks, updating the system can disclose 

patches for most of the unknown vulnerabilities that were not detected during the system’s de-

velopment. In addition to that, the researchers suggested a robust framework designed to help 

the penetration tester detect and prevent zero-day vulnerabilities and remote code execution. 

Our research is thorough, and it includes information on all vulnerabilities identified by the 

Open Web Application Security Project (OWASP), including the OWASP Top Ten - 2010, the 

OWASP Top Ten - 2013, and the OWASP Top Ten - 2017. Furthermore, we looked into both 

the commercial and open- source scanners for detecting these security laws. 

 

Seng et al. conducted another survey on the available methodologies used to assess web vulner-

ability scanners regarding test coverage, attack coverage, and vulnerability detection rate. It also 

highlighted the OWASP Top Ten vulnerabilities in web applications and the popular test-beds 

used to evaluate the web vulnerability scanners. In this study, the authors investigated some 

popular web vulnerability scanners, including Acunetix Web Vulnerability Scanner, BurpSuite, 

N-Sparker, Wapiti, W3af, Vega, Arachni, and Owasp Zap. Nevertheless, the paper could not 

answer some of the research questions aimed at quantifying the quality of web application se-

curity scanners. For instance, the suitable number of testbeds used to benchmark a web applica-

tion security scanner remained unknown. It only showed that the number of testbeds used to 

benchmark web vulnerability scanners ranged from zero to thousands. Besides, the researchers 

did not specify measurement metrics used in describing the test coverage of web application 

vulnerability scanners, attack coverage, and vulnerability detection rate. 

 

III. Proposed Method 

 
System Overview:  

The proposed system, PentraGuard, is a Python-based ethical web vulnerability scanning plat-

form designed to evaluate the security posture of live web applications using Dynamic Appli-

cation Security Testing (DAST) principles. The system integrates two core operational modes 

to balance safety and accuracy. Discovery Mode performs non-intrusive mapping of the target 

application by identifying accessible URLs, internal links, input forms, and server configura-

tions without executing harmful payloads.  

 

Active Scan Mode triggers controlled vulnerability tests based on predefined attack patterns to 

detect SQL Injection (SQLi), Cross-Site Scripting (XSS), insecure HTTP headers, and sensitive 

data exposure, aligning with the OWASP Top 10 standards. To enforce responsible use, Pen-

traGuard includes a domain ownership verification process, ensuring scans are executed only 

on authorized or user-owned web assets. The system produces structured vulnerability reports 

with evidence, severity levels, impact analysis, and remediation steps, helping developers and 

administrators strengthen overall application security. 
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System Architecture 

The architecture of PentraGuard is designed to support ethical, automated, and modular web 

vulnerability assessment. It is structured into four major components: the User Interface Layer, 

the Verification Module, the Scanning Engine, and the Reporting Module. The User Interface 

Layer provides options for entering target URLs, selecting scan modes, and managing scan con-

figurations. Before any testing begins, the Domain Ownership Verification Module validates 

authorization through methods such as token placement, email verification, or DNS-based con-

firmation to ensure ethical usage. 

 

The central component, the Scanning Engine, operates in two modes. In Discovery Mode, the 

crawler navigates the website, collecting URLs, forms, scripts, HTTP headers, and structural 

metadata. It stores this information in a mapping database that guides further analysis. In Active 

Scan Mode, the engine injects predefined payloads to detect SQLi, XSS, insecure headers, and 

other OWASP-aligned vulnerabilities. The engine includes submodules such as the Request 

Handler, Payload Manager, Response Analyzer, and Risk Evaluator, which collaboratively pro-

cess requests, execute tests, analyze responses, and classify security risks. 

 

Finally, the Reporting Module compiles detected vulnerabilities into detailed reports containing 

technical evidence, severity ratings, and remediation suggestions. This architecture ensures 

scalability, accuracy, and controlled execution of security assessments. 

 

 
Fig.1. System architecture 

 

Project Description 

The first phase involves analyzing all functional and non-functional requirements needed to 

build PentraGuard. This includes identifying the types of vulnerabilities to be detected, se-

lecting scan modes, defining reporting features, and establishing user authorization controls. 

Ethical usage is prioritized through the inclusion of a domain ownership verification mech-

anism to prevent unauthorized scanning. Technology choices, API constraints, compliance 

with OWASP guidelines, and performance expectations are also finalized during this stage. 

The second phase focuses on designing the complete system architecture. This includes plan-

ning the User Interface Layer, Domain Verification Module, Scanning Engine, and Report-

ing Module. Flow diagrams, data mapping, and the interactions between components are 

defined. Both Discovery and Active Scan workflows are outlined, along with the integration 

between the crawler, payload executor, and response analyzer, ensuring modularity, scala-

bility, and secure operation. 

 

The third phase emphasizes implementation and integration. All core components are devel-

oped using Python, including the web crawler for Discovery Mode and the predefined pay-

load-based testing for Active Scan Mode. The Domain Verification Module is integrated to 

ensure authorized usage. Submodules such as the request handler, scan core, payload man-

ager, and analyzer are connected, and unit tests are conducted to validate each component. 

The final phase includes comprehensive testing, reporting, and deployment. The system is 

tested in controlled environments to confirm accuracy, security, and ethical compliance 
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while minimizing false positives. Once validated, detailed vulnerability reports are generated 

with severity ratings, evidence, and mitigation recommendations. Deployment is then carried 

out in a secure environment, supported by documentation and user guidelines, with provi-

sions for ongoing updates and maintenance aligned with OWASP standards. 

 

Overall Working Flow of the Proposed System: 

The overall working flow of the proposed PentraGuard system begins with the user entering 

the target website URL and selecting the desired scanning mode. Before any scanning activ-

ity is initiated, the system performs domain ownership verification using methods such as 

DNS validation, token-based verification, or email confirmation to ensure that the user is 

authorized to assess the selected web application.  

 

Once authorization is confirmed, the system proceeds to Discovery Mode, where the crawler 

safely navigates through the target site, gathering structural information such as links, pages, 

forms, scripts, and HTTP headers without executing harmful inputs. This information is 

stored in a mapping database and forms the basis for deeper analysis. 

 

After the discovery phase, the user may initiate Active Scan Mode, during which the system 

applies predefined attack payloads to detect common vulnerabilities, including SQL Injec-

tion, Cross-Site Scripting, insecure headers, and sensitive data exposure. The request handler 

sends crafted inputs, and the response analyzer evaluates returned data for unusual patterns, 

errors, or security weaknesses aligned with OWASP standards. 

 

Once scanning is complete, the system compiles results into a detailed vulnerability report 

containing evidence, severity levels, impact explanations, and remediation guidelines. The 

final output helps users understand risks and implement corrective actions to strengthen web 

application security. 

 

Performance Evaluation 

The performance of PentraGuard was assessed to measure its effectiveness, efficiency, ac-

curacy, and ethical compliance as a Dynamic Application Security Testing (DAST) tool. 

This evaluation examined the tool’s ability to accurately identify vulnerabilities, its opera-

tional impact on target web applications, and its suitability for real-time security testing. 

 

PentraGuard exhibits strong vulnerability detection capabilities, successfully identifying 

common web security issues such as SQL Injection (SQLi), Cross-Site Scripting (XSS), in-

secure HTTP headers, and exposure of sensitive information. By adhering to the OWASP 

Top 10 security standards, the scanner maintains relevant and comprehensive coverage of 

critical risks. The use of controlled and predefined payloads in Active Scan Mode helps re-

duce false positives while ensuring dependable detection results. 

 

Regarding execution efficiency, Discovery Mode performs passive analysis to map applica-

tion components such as pages, links, and input forms without affecting normal application 

functionality. This non-intrusive approach enables accurate target identification for further 

testing. Active Scan Mode is designed to achieve an effective balance between scan thor-

oughness and execution time, allowing detailed assessments without placing excessive load 

on server resources. 

 

In terms of system resource usage, PentraGuard operates with moderate CPU and memory 

requirements, making it suitable for deployment on standard computing environments. Net-

work traffic is carefully regulated to prevent unintended service disruptions during scan-

ning.The inclusion of an ethical control mechanism, particularly domain ownership verifica-

tion, ensures that scans are limited to authorized targets, promoting responsible use.  

  

Furthermore, the detailed vulnerability reports—containing technical evidence, impact analy  

sis, and remediation recommendations—support efficient mitigation efforts.Overall, the 
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evaluation indicates that PentraGuard is an efficient, reliable, and ethically sound DAST tool 

for securing modern web applications. 

 

 
Fig.6. Performance analysis 

 

Survey Goals: 

There is currently no guidance in properly selecting the right tools to identify application 

vulnerabilities. Such a selection is usually performed via a manual process that can involve 

searching the web to find the right tool, inspecting the tool features and possibly getting in 

contact with the tool provider to find the most suitable pricing model matching the applica-

tion risk requirements. 

 

A structured approach was adopted for the tool search and selection process, consisting of 

two primary phases: (a) identifying and exploring available tools, and (b) choosing the most 

suitable tools from the identified options based on predefined inclusion criteria. 

The search followed a dual-approach strategy. In both approaches, a carefully selected set of 

highly relevant keywords was used. This keyword set was slightly adjusted based on the 

specific artefact being examined, whether a database or a tool. 

 

Results and Discussion 
The implementation of PentraGuard demonstrated effective performance in identifying com-

mon web application vulnerabilities while maintaining ethical and controlled scanning prac-

tices. During testing on authorized test web applications, the scanner successfully detected 

vulnerabilities aligned with the OWASP Top 10, including SQL Injection (SQLi), Cross-Site 

Scripting (XSS), missing or misconfigured HTTP security headers, and instances of sensitive 

data exposure. The Discovery Mode efficiently mapped application structures by extracting 

URLs, input fields, and forms without injecting malicious payloads, ensuring zero impact on 

application availability and integrity. 

 

In Active Scan Mode, PentraGuard applied predefined and safe attack patterns to identified 

inputs. The results showed high accuracy in detecting reflected XSS and basic SQL injection 

flaws, supported by clear technical evidence such as payload reflections and anomalous 

server responses. The separation of discovery and active scanning reduced false positives 

and allowed targeted vulnerability assessment, improving overall scan reliability. Addition-

ally, the domain ownership verification mechanism successfully restricted scans to author-

ized targets, reinforcing ethical usage and preventing misuse.  

 

From a usability perspective, the generated vulnerability reports were comprehensive and 

well-structured, including vulnerability descriptions, severity levels, proof-of-concept evi-

dence, potential impact, and actionable remediation recommendations. This makes the tool 

suitable not only for security professionals but also for developers and students seeking to 

understand web security flaws. 

 

However, the current implementation focuses primarily on common and low-to-medium 

complexity vulnerabilities. Advanced issues such as logic flaws, authentication bypass, and 

complex injection techniques remain outside the present scope. Overall, the results indicate 
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that PentraGuard is a reliable and ethical DAST tool for foundational web security assess-

ments, offering a balanced approach between automation, safety, and practical security in-

sights. 

 

IV. Conclusion 

 
PentraGuard successfully demonstrates the effectiveness of an ethical, automated approach 

to web application security testing through its Dynamic Application Security Testing 

(DAST) framework. By combining structured application discovery with controlled active 

scanning, the tool provides a comprehensive assessment of real-time web applications with-

out disrupting normal operations. Its ability to identify critical vulnerabilities such as SQL 

Injection, Cross-Site Scripting, insecure HTTP headers, and sensitive data exposure ensures 

strong alignment with the OWASP Top 10 security risks, making it highly relevant for mod-

ern web security needs. 

 

The separation of functionality into Discovery Mode and Active Scan Mode enhances both 

safety and accuracy, allowing applications to be thoroughly mapped before any attack pat-

terns are executed. Additionally, the inclusion of domain ownership verification reinforces 

responsible and ethical usage, preventing misuse of the scanner on unauthorized targets. The 

detailed vulnerability reports generated by PentraGuard, which include technical evidence, 

impact evaluation, and remediation guidance, empower developers and security teams to take 

informed corrective actions. 

 

Overall, PentraGuard serves as a practical and reliable security assessment tool that bridges 

the gap between automated vulnerability detection and ethical cybersecurity practices. It not 

only strengthens the security posture of web applications but also promotes secure develop-

ment and deployment by enabling early identification and mitigation of potential threats.ac-

curacy. Additional extensions such as dashboard-based visualization, automated reporting, 

and integration with enterprise energy management systems can further increase industrial 

applicability. Overall, the proposed system offers a scalable, intelligent, and software-driven 

solution for industrial carbon footprint prediction and sustainability-oriented decision sup-

port.  
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