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Abstract. This paper minimizes fake news, which has been a hot topic recently, using blockchain
and artificial intelligence technology, and verifies it with blockchain. Also, using Artificial Intel-
ligence technology, we want to create an algorithm that predicts how fake news will spread in
the future. You can see various attempts at a news media platform based on Blockchain technol-
ogy. However, the Blockchain news media platform is still not getting the market response we
expected. It is questionable whether the reason is simply because it is a new technology, so it
takes a long time to gain trust from consumers, whether consumers are not yet expecting an in-
novative news media platform, or whether the explosive growth of the Blockchain news media
platform is difficult for other reasons. Research to answer this or direct research between Block-
chain and media platforms is still lacking. In addition, the method of verifying fake news using
artificial intelligence was verified, ANN, CBR, and MDA were changed, and the experiment was
verified for progress. In addition, the use of 5-fold cross-validation as a comparative method was
added as described above to more closely examine the possibility of its usefulness even in general
situations. Also, through various fields of artificial intelligence and blockchain, verification work
was done with blockchain, and fake news prediction was made using artificial intelligence. Var-
ious experiments were conducted and performance tests were performed, while the performance
of about 5,000 TTPS was recorded through the third experiment. In the future, we think it is
necessary to combine Artificial Intelligence and blockchain technology.
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l. Introduction

Fake news and rumors are increasingly spreading through online networks, often by
tampering with original news content hosted on centralized servers. This manipulation
not only misleads the public but also raises significant challenges in detecting and con-
trolling tampered news content. Centralized systems lack robust mechanisms to verify
the authenticity of information, leaving room for widespread misinformation.

To address this issue, the proposed approach leverages Blockchain technology com-
bined with Artificial Intelligence (Al) algorithms to ensure secure and accurate detec-
tion of fake news. Blockchain, a decentralized and tamper-proof ledger system, guar-
antees data integrity by storing each news record as a transaction with a unique hash
code, making it resistant to unauthorized alterations. Parallel processing in Blockchain
further ensures efficient handling of high transaction volumes across multiple channels.
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To verify whether uploaded news on Blockchain is real or fake, advanced Al algorithms
like Artificial Neural Networks (ANN), Long Short-Term Memory (LSTM), and Case-
Based Reasoning (CBR) are employed. These algorithms analyze patterns in news con-
tent and make predictions based on training datasets. Furthermore, the system integrates
a web server to execute these Al algorithms, ensuring real-time analysis of news au-
thenticity.

The proposed system comprises four entities: news publishers, news subscribers, a pri-
vate Blockchain for secure storage, and a web server for managing requests using par-
allel processing. The system emphasizes scalability and accuracy by calculating Total
Transactions Per Second (TTPS) to optimize Blockchain performance. Additionally,
extensions like Bi-Directional GRU and XGBoost algorithms are introduced to enhance
fake news detection accuracy to over 98%, demonstrating the potential of integrating
advanced machine learning techniques with Blockchain technology.

Obijective

e The objective is to establish a secure Blockchain-based system for the immutable
storage of news articles, preventing unauthorized modifications and ensuring data
integrity

e The goal is to leverage advanced Artificial Intelligence algorithms to analyze and
classify news articles, determining their authenticity and identifying fake content
effectively.

e The objective is to develop a streamlined user interface that allows news publishers
and subscribers to easily access, upload, and verify news content, fostering trans-
parency and user engagement

e The goal is to assess the impact of the proposed solution on public trust in news
media by evaluating the performance to measure the system’s effectiveness in mit-
igating the spread of fake news.

I1. Methodology / Design

Objective Identification Define the project's primary goal: minimizing the impact
of fake news using Artificial Intelligence and Blockchain technologies. Establish the
role of Blockchain for secure and tamper-proof storage of news data and Al for analyz-
ing misinformation propagation.

Al Model Development Implement: Al algorithms such as Artificial Neural Network
(ANN), Case-Based Reasoning (CBR), and Long Short-Term Memory (LSTM) to pre-
dict the spread of fake news. Train the models using labeled datasets of real and fake
news articles.

Fake News Detection Extension: Incorporate advanced Al techniques like Bi-direc-
tional GRU (Gated Recurrent Unit) and XGBOOST to improve detection accuracy. Use
Bi-directional GRU to analyze temporal patterns and language nuances for contextual
understanding. Employ XGBOOST for robust classification using ensemble learning
to detect evolving misinformation trends.
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Testing and Validation: Test the system using real-world datasets of news articles to
evaluate detection accuracy. Validate the Blockchain system for security, transparency,
and tamper-proof storage.
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Admin:

The admin can log in to the system using the username and password as ‘admin and
admin.” After logging in, the admin can view the list of news publishers and subscrib-
ers. Admin can also monitor the TTPS (Total Transactions Per Second) graph and an-
alyze the Blockchain performance to ensure efficient operations.

Subscriber Sign-Up:

Subscribers can sign up with the system by providing their details like name, email, and
password. All sign-up details will be securely stored in the Blockchain, and each record
will be assigned a unique SHA256 hash for tamper-proof security.

Subscriber Login:

Subscribers can log in using their credentials. Once logged in, they can browse and
access all news articles stored in the Blockchain. The system ensures that only author-
ized subscribers can view the verified news content.

Publisher Sign-Up:

Publishers can sign up with the system by providing their organization details and cre-
ating credentials. All publisher information will be securely stored in the Blockchain
for authenticity and verification purposes.
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Publisher Login and News Upload:

Publishers can log in to the system using their credentials. After logging in, publishers
can upload news articles to the Blockchain. Each news article will be stored as a block
with a unique hash code, ensuring tamper-proof and secure storage.

Al-Based Fake News Detection:

Once news is uploaded, the system uses Al algorithms such as ANN, LSTM, Bi-Direc-
tional GRU, and XGBoost to detect whether the news is real or fake. The results of the
prediction are stored along with the news data in the Blockchain.

View News:

Subscribers can securely view all news articles stored in the Blockchain. The system
displays the authenticity of each news article based on Al predictions, ensuring sub-
scribers can trust the information they access.

Performance Monitoring:

The system calculates Total Transactions Per Second (TTPS) to monitor Blockchain
performance. If processing slows down, additional channels are introduced to enhance
performance and handle requests efficiently.

I11. Implementation

This section presents the partial implementation of the Artificial intelligence blockchain
based fake news discrimination. The implementation focuses on Artificial Neural Net-
works(ANN),Case Based Reasoning(CBR) and scalability and accuracy by calculating
Total Transactions Per Second(TTPS)These modules demonstrate the core working of
the system while full integration will be completed in later stages.

1. Contract Name

"contractName": "FakeNews"

This indicates the smart contract name.

The contract appears to be designed for a Fake News Detection / News Storage system
where:

e  Users can register

e News articles can be uploaded

e News data can be retrieved from blockchain

2. Events

Events are triggered when certain actions happen in the contract.
Event: newsCreated

"name": "newsCreated"

Triggered when a new news article is created.

Parameter:

* newsld — ID of the news

Event: userCreated

"name": "userCreated"

Triggered when a new user is registered.

Parameter:
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+ _userld — ID of the user

3. State Variables (View Functions)

These functions only read data from blockchain.
newsCount

Returns total number of news articles.
newsCount()

userCount

Returns total number of users.

userCount()

4. News Storage Structure
News data is stored in:
newsL.ist(uint256)

Each news item contains:

Field Meaning
articleld News ID
author Author name
article News content

uploaddate  Upload date
articletype  Type of article

5. User Storage Structure
Users are stored in:
usersList(uint256)

Each user contains:

Field Meaning
username User name
email Email ID
password Password
phone Phone number
home_address  Address
user_type Admin/User

6. Create News Function
createNews(

aid,

aname,

a,

ud,

atype
)

Parameters:
Parameter Meaning
aid Article ID
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Parameter Meaning
aname Author name
a Article content
ud Upload date
atype Article type

This function stores a news article on blockchain.

7. Get News Information

These functions retrieve individual news details.
getArticleld(i)

getAuthor(i)

getArticle(i)

getDate(i)

getType(i)

i = index of the news article.

8. Create User Function
createUser(

_username,

_email,

_password,

_phone,

_address,

utype

)

This function registers a new user.
User type could be:

« Admin

* Reporter

« User

9. Get User Details

Functions to retrieve user information:
getUserCount()

getUserType(i)

getUsername(i)

getPassword(i)

getEmail(i)

getPhone(i)

10.Network Information

"networkType": "ethereum"
This contract runs on the Ethereum blockchain.
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In above screen news article is predicted as ‘Real’ and similarly you can upload any
number of news and now click on ‘“TTPS Graph’ link to get below graph
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1VV. Conclusion

In conclusion, this project leverages the integration of Blockchain technology and Ar-
tificial Intelligence to provide a secure, tamper-proof, and efficient system for fake
news detection. By utilizing Blockchain’s decentralized and immutable nature, the sys-
tem ensures the integrity of uploaded news articles, while Al algorithms like ANN,
LSTM, Bi-Directional GRU, and XGBoost enhance the accuracy of fake news detec-
tion. The implementation of parallel processing in Blockchain improves transaction ef-
ficiency, and the system’s modules cater to both publishers and subscribers for seamless
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news management. This approach not only addresses the challenges of fake news dis-
semination but also sets a robust foundation for secure content management in online
networks.
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